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ABSTRACT 
 

The Blockchain, which in its beginnings was the base technology for cryptocurrencies, is reshaping 

applications in all fields that require security, trust and solid certifications.  The blockchain has played 

an extremely important role in the fields of finance and economics, enabling decentralized applications 

with no trusted counterpart, through its technology and the programs that run on it, called Smart 

Contracts. 

The blockchain is a technology that helps solve complex problems related to the reliability and 

integrity of transactions where there is an exchange of confidential and complex data. The blockchain 

enables smart contracts to help transactions based on predefined rules distributed among nodes to be 

achieved, thus generating greater trust and resilience on the part of users. Smart contracts also help 

eliminate the need to interact with third parties, facilitating the adoption and monetization of 

transactions and data exchanges. 

To demonstrate the benefits of a Decentralized Application (DApp), which has a backend code 

that runs on a decentralized peer-to-peer network. Unlike a normal app where the backend code runs 

on centralized servers. In addition to having frontend code and user interfaces written in any language 

to make calls to the backend. A DApp was created for a voting system in Ethereum, which is a digital 

platform that adopts blockchain technology and expands its use to a wide variety of applications. 

Ethereum's blockchain is very similar to bitcoin's, the big difference is the programming language in 

which it is designed, which allows developers to create a smart contract through which to manage 

transactions and automate certain outcomes. 

This Ethereum DApp was created through Truffle, which is the most popular development 

framework for Ethereum with the mission to facilitate the construction of such a blockchain, among 

its tasks are contract lifecycle management, automated testing for contracts, contract migrations to the 

blockchain, etc.  
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Ganache, in Ethereum, smart contracts are programs that run in the context of transactions on 

the Ethereum blockchain. Ganache is part of Truffle, a toolkit that allows developers to recreate a 

blockchain locally and test smart contracts. 

And finally Metamask, in the Ethereum world it is important to maintain a wallet to receive 

and send Ether. However in the case of Ethereum, users can perform many more actions with the 

Ethereum blockchain with decentralized applications. It is a Chrome extension that offers an Ethereum 

wallet, Metamask injects the web3 library allowing the DApp to integrate it so that the user can use 

the application in an easy and intuitive way, in case there was no Metamask the user should send the 

transaction placing information in hexadecimal making the whole process more difficult. 

Subsequently, a blockchain was created in JavaScript to expose in detail each of the elements and 

processes of a blockchain made on Ethereum in a decentralized application. 

This thesis provides an in-depth understanding of what a blockchain is and its functionalities, as 

well as exploring the application of blockchain and smart contracts to improve the security of an 

application. 

Keywords: Blockchain, Cybersecurity, Ethereum, Smart Contracts, DApp 
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CHAPTER 1  

INTRODUCTION 
 

1.1 Motivation  
 

The information society and the digital age represent very important opportunities for the 

development of countries and for the full exercise of human rights. In fact, the Internet represents 

more than 3% of the world gross domestic product. On the other hand, there is a constant increase 

in the use of the Internet globally. In Latin America alone, 56% of its populations used the 

Internet in 2016, which means that there was an increase of 36% in a decade (Morenos et al., 

2018). 

In general, the Internet has enabled many positive changes, has served to reduce the costs 

of research, collaboration and exchange information, but it has serious limitations on business 

and economic activity. We still cannot reliably establish the identity of the other or trust him to 

exchange money without the endorsement of a third party, which is usually a bank or 

government. However, in the digital age,  we are in, technology is at the center of  almost 

everything for good and for bad. The rise of communication and online commerce is creating 

more possibilities for cybercrime. Hence, cybersecurity has become one of the most dare 

challenges currently facing States and has been included in the national agendas of many 

countries as a strategic issue, since, among other matters, it involves national security. 

 As early as 1981 there were already experts trying to solve with cryptography the 

problems of privacy and security (D, Tapscott & A, Tapscott, 2018). In 1993, David Chum a 

mathematician created a digital payment system, called eCash that was a technically perfect 

product that allowed people to pay online safely and anonymously. The problem was that online 

shoppers were not worried about privacy and security on the network. In 1998, The Dutch 

company of Chaum, DigiCash, went bankrupt. A decade later, in 2008, the global financial 
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system collapsed. Taking advantage of the situation, a person or series of people, with the 

pseudonym of Satoshi Nakamoto, outlined the protocol of a new direct and peer-to-peer 

electronic payment system (peer-to-peer or P2P) that used a cryptocurrency called "bitcoin".  

 This protocol establishes a series of standards, in the form of distributed computing, 

which is a collection of physically separated computers, although connected by a 

communications network, that guarantees the integrity of the information exchanged between 

those billions of computers without going through third parties. 

 This circumstance has amazed entrepreneurs, governments, social activists, 

communications specialists and, many others since there had never been reliable transactions 

between two or more parties, authenticated by the collaboration of many and made possible by 

collective interests, not by huge companies that seek your own benefit.  

 This protocol is the foundation of an increasing number of globally distributed records 

called blockchains. Although the technological aspect is complex and the expression 

"blockchain" sounds unusual, the idea is simple. Blockchains allow a couple of things, but one 

of the most important actions is to send money safely and straight from one person to another 

without passing through a bank, a credit card or PayPal. 

 This technology is a platform that allows everyone to know what is true, at least with 

respect to information that is recorded in a structured manner. In its most basic form, it is a free 

source code; everyone can download it for free, run it and use it to develop new online transaction 

management tools. As such, it gives the possibility to create many new applications and change 

many things. 

 The banks and some governments are using blockchains since they aspire to; greater 

speed, lower costs, more security, fewer errors and elimination of central points that can be 

attacked or fail. These models do not necessarily imply the use of cryptocurrencies.  
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 However, the most important blockchains are based on the Satoshi model, which is 

represented by transactions that are recorded in a chain of blocks, which is a kind of spreadsheet 

or record that uses the resources of a wide network among equals to verify and approve each and 

every one of the transactions made. 

 All blockchains, such as the one used by bitcoin, are distributed, that is, they run on 

computers that are voluntarily offered by people from all over the world; there is no central 

database that can be attacked. The blockchain is public, everyone can see it whenever they want 

because it resides on the network and is also encrypted, it uses encryption that includes public 

and private keys that guarantee total security. 

 Every certain minute, as if it were the heart rate of the network, all transactions performed 

are checked, ordered, and stored in a block that joins the previous block, thus creating a chain. 

Each block must refer to the previous block to be valid. This structure records exactly the 

moment of transactions and stores them, preventing anyone from altering the record. 

 Human beings believe that the truth can make us free and that distributed trust will 

profoundly improve all aspects of our lives, whether we are consumers who want to know where 

the hamburger meat we eat comes from, immigrants fed up with paying commissions very high 

to send money to their loved ones, humanitarian workers who need to identify the titles of 

property owners to rebuild their homes after an earthquake, citizens tired of the lack of 

transparency and accountability of politicians, social media users who value their privacy. At 

this very moment, there are innovators who are creating applications based on blockchains that 

serve all this. And it is just the beginning. 
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1.2  Problem Formulation  

 
Unfortunately, there are many financial problems that banks have to face and thanks to the 

implementation of the blockchain some of these problems can be solved. 

 In the financial sector, there is something that does not happen in the rest of the sectors 

and is that insolvency occurs before illiquidity. And this is because the accounts are made up, 

that is the big problem. In any other sector, first there would be a lack of liquidity, intervention 

would take place, and then there would be bankruptcy or not. The blockchain can play a very 

important role in this problem. There is an efficiency in transparent records with a single source 

of truth. By creating a version of a ledger that syncs across computers, blockchain can help 

eliminate ledgers unsynchronized and, therefore, the need for reconciliations. 

 Bank frauds are on the rise, more when now a large part of the transactions are carried 

out electronically. It is important to mention that, in Latin America, the cost of cybercrime ranges 

from US$ 15,000 to US$ 30,000 million (Morenos et al., 2018). In this context, the vulnerability 

of individuals, companies, institutions and States to the emergence of cyber-threats is increasing. 

With static records that are visible to everyone involved, blockchain may upgrade data 

accuracy and security, help decrease the risk of fraud. For example, when information is put on 

a blockchain, companies can potentially diminish fraud and errors, identify issues more quickly, 

and increase trust among all parties.  

 Also, companies that use blockchain to share information with customers, can take 

advantage of sales opportunities and serve customers much faster than with traditional systems. 

And finally, Blockchain will eliminate some transaction fees by reducing dependence on third 

parties and will free up capital flows as the purchase of managed funds moves in real time.  
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Figure 1.1 shows the methodology that a blockchain follows in a bank transaction. If party A 

needs to send money to party B, then a transaction is requested and authenticated, a block is 

created that represents that transaction, that block is sent to all the nodes already on the 

blockchain, which validate the transaction. The nodes are compensated a commission for the 

Proof of Work (PoW), the block is added to the blockchain, the update is distributed to all nodes 

and finally the transaction is completed and party B receives its payment.  

 

 

 

 

 

 

 

Figure 1.1. How it works: Blockchain basics
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1.3  Previous work 

 
In recent years, numerous implementations for banking transactions have been proposed. These 

implementations focus on improving efficiency from transparent records, improving data 

integrity to reduce loss and developing a faster process. However, the methods considered 

relevant for the development of this work are the following: 

Guo and Liang (2016) discussed the way in which blockchain can transform the banking 

industry. In addition, the main reason that has been focused on the work is towards the 

technological advance that is being promoted in the financial sectors, from the integrated banking 

toolkits to the central banking services and the personalized payment system such as WeChat 

Pay, Alipay and, among others .  

Zhang (2018) suggested a digital credit system based on the capacity test protocol and 

based on a decentralized model view controller framework. The system analyzes the most 

important pain point in the credit industry, such as the evaluation of an individual based on past 

records, the fraudulent of the ICOs and crowd funders. Therefore, the system has been designed 

to please a multitude of parties for a free flow of system problems. 

Mao et al. (2018) developed a system based on the Blockchain Architecture for the 

management of the traceability of the products from the production phase to the retail phase 

instead of the administration. 

Through the analysis of the previous implementations, the understanding of the problem is 

facilitated and from the ideas found in previous articles, it is revealed how the blockchain and its 

elements work from a simulation.  

E-voting technology can increase voter engagement and trust, as well as revive interest in 

the voting system, from a government perspective. There are 167 countries with democracy, out 

of a total of about 200, that are either wholly faulty or hybrid as of 2018. Since the beginning of 
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the voting system, the secret ballot concept has been utilized to enhance trust in democratic 

institutions  (Jafar., 2021). 

According to a recent study, the traditional voting procedure was not completely accurate 

because it raised various concerns, including fairness, equality, and the people's will not being 

measured and comprehended in the form of governance. 

Engineers from all over the world have developed new voting systems that provide some 

protection against corruption while also assuring that the voting process is fair. Technology has 

advanced. 

New approaches and methods of electronic voting have been introduced by technology, 

which are crucial and have posed substantial problems to the democratic system. When 

compared to traditional voting, electronic voting improves election reliability. In contrast to 

traditional voting methods, it has increased the process's efficiency and integrity. E-voting is 

frequently employed in many decisions because to its flexibility, ease of use, and low cost 

compared to conventional elections. Despite this, present e-voting methods carry the potential 

of abuse of power and data manipulation, compromising the voting process' essential fairness, 

privacy, secrecy, anonymity, and transparency. Most procedures are currently centralized, 

authorized by the critical authority, managed, measured, and monitored in an electronic voting 

system, which is a problem for a transparent voting process in itself. 

To get around the central authority, the decentralized network can be employed as a modern 

electronic voting system. For online or electronic voting, blockchain technology offers a 

decentralized node. Due to the advantages of end-to-end verification, distributed ledger 

technologies such as blockchain have recently been employed to develop electronic voting 

systems. Decentralization, non-repudiation, and security protection are all aspects that make 

blockchain a compelling alternative to traditional electronic voting systems. 
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Voting is a new phase of blockchain technology, and academics are attempting to capitalize 

on benefits like transparency, secrecy, and non-repudiation, which are critical for voting 

applications. 

The drawbacks of the current election system were addressed by blockchain technology, 

which made the voting mechanism transparent and accessible, prevented unlawful voting, 

increased data security, and confirmed the voting results. The use of blockchain to implement 

electronic voting is extremely important. 

The scalability of currently existing blockchain-based voting systems is a challenge. On a 

small scale, these systems can be used. However, because they use contemporary blockchain 

frameworks such as Bitcoin, Ethereum, Hyperledger Fabric, and others, their systems are 

inefficient in handling millions of transactions across the country. 

It is not enough to increase the block size or reduce the block time by lowering the hash 

difficulty to scale a blockchain. Each technique hits a limit before it can manage the volume of 

transactions required to compete with corporations like Visa, which processes 150 million 

transactions each day on average. 

The different online platforms, their consensus, and the technologies utilized to construct the 

system are shown in Table 1.1  

Table 1.1 Current blockchain-based electronic voting solutions are compared. (Jafar, Sensors 2021). 
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1.4  Aim of Thesis 

 
Blockchain technology has developed as one of the biggest innovative technologies with the skill 

to impact every industry from financial to manufacturing to educational institutions. Nowadays, 

blockchain is spreading like a western wildfire in September and a lot of people have heard of it 

but really do not understand quite what it is. 

It is necessary to collect descriptive and practical information regarding this type of 

technology since it is very difficult to find well-explained and simple documentation so that the 

reader can understand all the elements of the Blockchain and its functionalities since it is a 

complex tool. This is the reason why it is relevant to analyze this issue thoroughly and lay the 

foundations for a better understanding of the subject. 

The aim of this thesis is to describe and explain what the blockchain is, what its elements 

are, what is the function of each of them, and the importance of this tool in the financial sector. 

Each element will be described in detail and if it is necessary, it will be supported by codes and 

simulations for its better understanding. The methodology used for this purpose is the following:  

• Analyze all the elements of the blockchain and its functionality. 

• Analysis of existing algorithms.  

• Implementation of the simulation. 

• Analysis of result, future work and certain recommendations for entrepreneurs who want 

to create an application to be governed with this blockchain system to safeguard the 

identity of the data, which is often one of the most important assets of a company. 
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1.5  Outline of Thesis 
 

The work reported in this thesis is organized as follows. 

 In Chapter 2 we present the definition and the general concepts of the blockchain. 

Chapter 3 explains the blockchain modeling and the flowcharts of each implemented algorithm. 

Chapter 4 reports simulation results of the Blockchain technology and its possible applications. 

The results obtained demonstrate the efficiency of the proposed method. Finally, in Chapter 5 

conclusions generated during the thesis work are presented, as well as the future work of this 

research. 

 



Chapter 2: Blockchain technology in cybersecurity  

 17 

CHAPTER 2 

BLOCKCHAIN TECHNOLOGY IN CYBERSECURITY 
 

2.1 Introduction 
 

Before talking about the blockchain completely, it is important to describe in a detailed way the 

concept “informatic security” and why the application of this technology (blockchain) in certain 

sectors is so essential.  

From this point forward the security deals with the protection of assets, it seems natural to 

establish what are the Information Technology (IT) assets to be protected. At first glance, it can 

be said that these are: the hardware, the software, and data. Among them, the most exposed to 

risks are the data. 

Threats to computer systems have diverse origins. Thus, the hardware can be physically damaged 

by actions such as water, fire, etc. More subtle threats come from inadequate programming 

controls, such as the problem of waste, that is, the permanence of information in main memory 

when a user releases it. On the Internet, the main threats to the protection of information come 

from (Cyber-physical systems security: Limitations, issues and future trends, 2020): 

• Attachments to messages sent by email infected with viruses. 

• Attacks on the availability of existing information resources on the network (data 

banks or software available for download by users). 

• The alteration of web pages. 

• The "repudiation" and the scams associated with electronic commerce. 

• The vulnerabilities of the operating systems and the outdated "patches" concerning 

their security. 

• Password breakage. 

• The impersonation of identities. 
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• Theft and destruction of information. 

• The fact that hacking and cracking tools are offered as freeware. 

For these and other reasons, the treatment of issues related to computer security has taken a great 

boom. Many governmental and non-governmental organizations have prepared documents, 

aimed at guiding the appropriate use of existing technologies and preventing their misuse, which 

can cause serious problems in the goods and services of companies in the world.  

The measures taken to address computer threats can be classified into two groups: 

• Physical security 

• Logical security 

The term physical security is frequently used to refer to external protection measures. Normally, 

they are implemented by electrical, electronic devices, etc.  

For its part, technical and logical security measures are intended to protect both software and 

data. They can be implemented in hardware devices or in software products. 

For the development of these measures, a very intense academic research has been necessary, 

which has generated several theoretical models of interest such as: access control, information 

flow control; as well as the development of private and public key cryptosystems and distributed 

systems. 

The possibility of interconnecting through networks has opened new horizons to explore beyond 

national borders. But with that, new threats also emerged for computerized systems and the 

information they hold. 

Among the most important properties of electronic documents are confidentiality and 

authenticity and to solve this, the technology called “Blockchain” is used.  

The foundation of all blockchain and cryptography technology is the peer-to-peer network. 

Traditionally, when we think of trust, we see institutions as intermediaries. A non-necist peer-

to-peer network of an intermediary. Instead, use a distributed ledger to process operations. Each 
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computer that is part of the network secured a copy of the book and the operations are added 

automatically. It is incredibly difficult to change this book once it has been written, as that would 

also mean changing the copy of it in thousands of computers throughout the network.  

 Basically, a block is collection of transactions well organized. It is made up of 

transactions and the size is dynamic, this depends on the type of blockchain and its design. Each 

block is the reference of the previous block, unless it is the genesis block. A genesis block is the 

first block in the blockchain that was created at the time the blockchain was started. For the 

proper functioning of a block, there are certain attributes that are essential, such as the block 

header, pointers to previous blocks, the time stamp, nonce, transactions, and other attributes.  

 

 

   

 

 

 

 

 

  Figure 2.1. Block structure and Ethereum blockchain  

 
Figure 2.1 shows a simple representation of the structure of a block and a blockchain. The 

blockchain is a list with linked elements containing data and a hash pointer, which points to the 

previous block, thus creating a blockchain. A hash pointer is similar to a common programming 

pointer, but instead of containing only the address of the previous block, it also contains the hash 

of the data within the previous block. This is what makes blockchains so reliable. 

Suppose a hacker attacks block 5 and tries to change the data. Due to the properties of 

hash functions, a slight change to the data will change the hash completely. This means that any 

slight change made to block 5, will change the hash that is stored in block 4, now that in turn 
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will change the data and the hash of block 3 which will result in changes to block 2 and so on. 

This will completely change the chain, which is impossible. This is exactly how blockchains 

achieve immutability. 

The blockchain accumulates blocks when a node initiates a transaction by signing it with 

its private key. Then, the transaction is propagated, and the peers validate the transaction based 

on pre-established criteria. Usually, more than one node is required to validate transactions. Once 

the transaction is validated, it is included in a block, which is then propagated to the network. At 

this point, the transaction is considered confirmed. 

The newly created block now becomes part of the ledger and the next block is cryptographically 

linked to this block. This link is a hash pointer. Finally, transactions are reconfirmed every time 

a new block is created (PubMed Central., 2020). 

 

2.2 Elements and features of blockchain  

 

A blockchain is a linked list that uses hash pointers. Hash pointers are used to point to the previous 

block and consists of several generic elements.  

1. Addresses are unique identifiers that are used in a transaction and is usually a public key. 

It is recommended to use a new address for each transaction to avoid user identification.  

2. Transactions represents a transfer of value from one address to another. Basically, it is 

the fundamental unit of the blockchain.  

3. A block is a set of transactions, block hash (pointer), etc.  

4. Peer-to-peer network  is a network where all peers can communicate with each other 

and send and receive messages. 
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5. Transactions scripts are a programming language that has predefined commands for 

nodes to transfer tokens from one address to another. Turing complete, the short 

explanation of Turing complete is that it allows a computer to be programmed to perform 

any type of operation. This concept was created by Alan Turing. Turing complete means 

that program or technology that has a computational power equivalent to what is called 

Universal Turing Machine, i.e., a system that in theory could perform any type of 

calculation if unlimited physical resources were available.  

Applied to Blockchain technology and fundamentally to smart contracts, this concept 

refers to the ability of a language with this characteristic to be applied to solve any 

computational problem and implement complex structures such as loops (Preukschat, 

2017). 

6. A node can validate transactions and perform mining to secure the blockchain and to 

facilitate consensus. The nodes perform many other functions, depending on the type of 

blockchain used and the role assigned to the node. 

7. Smart contracts are programs that encapsulate the business logic that will be executed 

when certain conditions are met. 

Some features that make this technology unique and give it certain advantages are: 

1. The blockchain presents a unique version of the truth agreed by all parties without the need 

for a central authority, therefore, this distributed consensus is the base of the blockchain.  

2. All transactions published from nodes in the blockchain are verified based on a predetermined 

set of rules and only valid transactions are selected for inclusion in a block, this is called 

transaction verification.  
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3. A blockchain is a platform for smart contracts where programs that execute business logic 

can be run on behalf of users. 

4. Blockchain allows the transfer of value between peers through tokens. Tokens are value 

bearers. 

5. It is possible to link a digital or physical asset to the blockchain irrevocably, you have full 

control of your asset and it cannot be spent twice or be double owned. This feature is called 

smart property.  

6. Blockchain is a security provider, as it is based on proven cryptographic technology that 

guarantees data integrity and availability. Blockchain also provides other security services, 

such as non-repudiation and authentication, since all actions are protected through the use of 

private keys and digital signatures. 

7. The records once added to blockchain are immutable, another key feature of blockchain. 

8. This feature ensures that each transaction is unique and has not already spent 

2.3 Decentralization  

 

Blockchain does not need intermediaries and can work with many different leaders chosen 

through consensus mechanisms, as Figure 2.2 shows, the left side shows a system that depends 

on a single core where it stores and responds to server requests, but the figure in the middle 

shows how all nodes are connected and working at the same time. This model allows anyone to 

compete to become the authority to make decisions. This competence is governed by a consensus 

mechanism and the most commonly used method is PoW. In simply words, it gives full control 

to users. 
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There are two methods that can be used to achieve decentralization  

I. Disintermediation; the intermediary is no longer required and decentralization is 

achieved by disintermediation.  

II. Through competition; this will not result in full decentralization. A group of 

service providers compete with each other in order to be selected for the 

provision of services by the system, so smart contracts can make a free choice.  

To have a complete decentralization, the environment around the blockchain is also 

required to be decentralized. These elements include storage, communication, and computation. 

Data can be stored directly in a blockchain, and with this, it achieves decentralization, but an 

important disadvantage of this approach is that the blockchain is not suitable for storing large 

amounts of data by design. A better alternative is to use distributed hash tables. Users do not 

save the files permanently, and if the nodes leave the network that has the data required by 

someone, there is no way to recover them, unless the required nodes rejoin the network so that 

the files are available once again. 

Communication services such as email are based on a paradigm in which the service 

provider has control and users rely on them to give them access to the service when necessary. 

Figure 2.2 Different types of network 
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This model is based on the trust of the central authority (the service provider) and users do not 

have control of their data. There is a need to provide control to individual users in such a way 

that access to their data is guaranteed and does not depend on a single third party. An alternative 

is to use mesh networks, which provide a decentralized alternative where nodes can 

communicate directly with each other without a center such as an ISP (Internet service 

providers).  An example of a Meshnet is Firechat,, a free peer-to-peer messaging app that works 

with or without Internet access or cellular data to send text and images. 

Now imagine a network that allows users to have control of their communication, but 

there is a natural inclination toward selecting a centralized service as it is more convenient and 

freer. However, blockchain is trying to convince the world that having a vision of 

decentralization provides many benefits. 

The decentralization of computing is achieved through a blockchain technology such as 

Ethereum, where smart contracts with integrated business logic can be executed on the network.  

The big difference between Bitcoin and Ethereum is that Ethereum is governed by smart 

contracts, which implies that Ethereum is highly programmable digital money, as table 2.1 

shows. Transactions can only be sent from one person to another, but only when a number of 

conditions are fulfilled.  Traditionally, any purchase of real estate, things, food, etc. always 

involves multiple third parties, such as lawyers, sellers and banks.  

With Ethereum, a piece of code could automatically transfer assets to the buyer and funds 

to the seller after agreeing on a deal without the need for a third party to execute it on their behalf 

(Vangapally, 2018). 
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Table 2.1 Difference between Bitcoin and Ethereum (Vangapally, 2018). 

 Bitcoin  Ethereum  

Concept  Digital  Money  Smart Contract  

Transaction  Send from A to B  Send from A to B if 

(condition)  

Founder  Satoshi Nakamoto Vitalik Buterin & Team   

Release Date   January 2009  July 2015  

 

Figure 2.3 shows the general description of the decentralized ecosystem where, in the 

lower layer, Internet or Meshnets provides a decentralized communication layer, then a storage 

layer uses technologies such as InterPlanetary File System (IPFS) and BigChainDB  to allow 

decentralization, and finally, the chain of blocks that serves as a decentralized processing layer. 

Blockchain provides a limited storage layer, but that seriously hinders system capacity; 

Therefore, other solutions such as IPFS and BigChainDB are more suitable for storing large 

amounts of data in a decentralized manner. 

 

 

 

 

 

 
Figure 2.3. A decentralized environment around the Blockchain
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2.4  Cryptography  

“Cryptography is the study of secure communications techniques that allow only the 

sender and intended recipient of a message to view its contents” (Kaspersky, 2021). 

Cryptographic systems are characterized by three dimensions (Stallings, 2016, p. 31). 

1. The type of operations used to transform plaintext into ciphertext. By means of 

substitution, in which each plaintext element is converted into another element, and 

transposition, in which the plaintext elements are rearranged. The fundamental 

requirement is that no information is lost, i.e., that all operations are reversible. Most 

systems involve multiple steps of substitutions and transpositions. 

2. Keys used. If both the sender and the receiver use the same key, the system is 

called a symmetric, single-key encryption. If the sender and receiver use different keys, 

the system is called asymmetric, two-key or public-key. 

3. The way the plaintext is processed. A block cipher processes information in 

blocks. A stream cipher processes the input elements continuously, producing an output 

one element at a time as it goes along. 
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Symmetric Encryption  

A symmetric encryption scheme has five elements as shown in Figure 2.4  

 

• Plaintext: This is the original message that is fed into the algorithm as input. 

• Encryption algorithm: The algorithm performs various substitutions and 

transformations on the plaintext. 

• Secret key: The secret key is also entered into the encryption algorithm, which is 

independent of the plaintext and the algorithm. The algorithm will produce 

different output depending on the key being used. The substitutions and 

transformations performed by the algorithm depend on the key. 

• Ciphertext: The encrypted message that is produced as output.  

• Decryption algorithm: The execution of the encryption algorithm in reverse.  

There are two requirements for the secure use of conventional encryption (Stallings, 

2016, pp. 28-29). 

1. A strong encryption algorithm is required.  

Figure  2.4. Model of Symmetric Encryption
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2. The sender and receiver must have obtained copies of the secret key in a secure form 

and must keep the key secure. 

Asymmetric Encryption  

Asymmetric algorithms are based on one key for encryption and a different but related 

key for decryption. These algorithms have the following important feature. 

▪ It is impossible to determine the decryption key if only the cryptographic 

algorithm and the encryption key are known. Some algorithms, such as Rivest, 

Shamir & Adleman (RSA), which is a public key cryptographic system 

developed in 1979, also have the following feature. 

▪ Either of the two related keys can be used for encryption, and the other for 

decryption.  

A public key encryption scheme has six elements as shown in Figure 2.5. 

▪ Plain text: This is the original message that is fed into the algorithm as input. 

▪ Encryption algorithm: Algorithm that performs various transformations on the 

plaintext. 

▪ Public and private keys: This is a pair of keys that have been selected so that if 

one is used for encryption, the other is used for decryption. The exact 

transformations performed by the algorithm depend on the public or private key 

provided as input. 

▪ Ciphertext: The encrypted message produced as output.  

▪ Decryption algorithm: Encryption algorithm applied in reverse to obtain the 

plaintext. 
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The essential steps are as follows (Stallings, 2016, p. 257). 

1. Each user generates a pair of keys to be used for message encryption and decryption. 

Figure  2.5. Model of Asymmetric Encryption
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2. Each user places one of the two keys in a public record or other accessible file. This is 

the public key. The additional key is kept private.  

3. If Bob wants to send a confidential message to Alice, Bob encrypts the message using 

Alice's public key. 

4. When Alice receives the message, she decrypts it using her private key. No other 

recipient can decrypt the message because only Alice knows Alice's private key. 

2.5  Hash Function 

 

It is important to know in detail the importance of Hash functions within a blockchain in 

Ethereum. For this reason, the SHA-256 process is shown in detail below. 

The cryptographic hash function is part of the 5 block cipher modes defined by 

National Institute of Standards and Technology (NIST), especially, cipher block 

chaining. A hash function H accepts a variable length block of data (X) as input and 

produces a hash value of fixed size h = H(X), i.e., it will produce from a large set of 

inputs, evenly and randomly distributed outputs.  

If it occurs, the most insignificant change in X, e.g., one bit or several results in 

a total change in the hash code, implying that what is most important in a hash function 

is the integrity of the data.  

"A cryptographic hash function is an algorithm for which it is computationally 

infeasible to find a data object that corresponds to a prespecified hash result (the one-

way property) or two data objects that correspond to the same hash result (the non-
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collision property)" (Stallings, 2016; 337). Because of these characteristics, hash 

functions are often used to determine whether or not data has changed. 

The most important and widely used family of cryptographic hash functions is Secure 

Hash Algorithm (SHA). Cryptographic hash functions have several applications.  

1. Message authentication to verify the integrity of the message received, 

i.e. that there are no modifications, copies and missing data. This is 

achieved by the hash function, as shown in Figure 2.6, where a person 

(Alice) sends a message and computes a hash value based on the bits in 

the message and transmits both the hash value and the message. The 

person receiving the message (Bob) performs the same hash computation 

on the bits in the message and compares this value to the incoming hash 

value. If anything does not match, the receiver knows that either the 

message or the hash value has been altered.  
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It is important to keep the hash value protected, since there can be a man 

in the middle attack where the attacker intercepts the message, modifies 

the hash value and resends it without the receiver noticing the changes. 

There are several ways to protect the data to be sent, for example, one 

option is to encrypt the message plus the hash value, another way is to 

only encrypt the hash value without the message. A more complex way 

is for the two communication channels to share a secret value. The sender 

computes the hash value through the concatenation of X and S. And, 

finally, the whole message can be encrypted, plus the hash code. 

A Message Authentication Code (MAC) function takes as input a 

secret key (shared between two parties) and a block of data and 

produces a hash value, called MAC, which is associated with the 

protected message. If the integrity of the message needs to be 

checked, the MAC function can be applied to the message and the 

result compared to the associated MAC value. An attacker 

tampering with the message will not be able to alter the associated 

MAC value without knowing the secret key. 

2. Digital Signature, the hash value of a message is encrypted with a user's 

private key. 

3. A cryptographic hash function can be used to construct a pseudorandom 

function (PRF) or a pseudorandom number generator (PRNG) for Rivest 

Cipher 4 (RC4). 
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In recent years, the most widely used hash function has been SHA. It was developed by 

the NIST and released in 1993. When weaknesses were discovered in SHA, now known 

as SHA-0, an improved version was released in 1995 and is known as SHA-1 (Table 

2.2). 

Table 2.2. SHA parameters (Stallings, 2016.) 
 

SHA-1  SHA-224 SHA-256 SHA-384 SHA-512 
Message Digest size 160 224 256 384 512 
Message Size 264 264 264 2128 2128 
Block Size 512 512 512 1024 1024 
Word Size 32 32 32 64 64 
Number of Rounds 80 64 64 80 80 

 

SHA-256 logic, the other versions are very similar.  

The algorithm takes as input a message with a length of no more than 264 bits and 

produces as output a set of 256-bit messages. The input is processed in blocks of 512 

bits. 

1. A block of 64 bits is appended to the message. This block is treated as an 

unsigned 64-bit integer and contains the length of the original message (Figure 

2.7). 

2. A 256-bit buffer is used to hold intermediate and final results of the hash 

function, that can be represented as eight 32-bit registers (a, b, c, d, e, f, g, h) = 

256 (Figure 2.8) 

3. The message is processed in 512 bits, i.e. 64-word (512/8 = 64) blocks. The most 

important thing about this algorithm is that it has 80 rounds to produce hash code. 
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Each round takes as input the value of the 256-bit buffer mentioned above (abcdefgh), 

and updates the contents of the buffer. At the input of the first round, the buffer has the 

value of the intermediate hash value, Hi-1. Each round uses a 32-bit value, derived from 

the current 512-bit block being processed. Each round also uses an additive constant Kt, 

where 0 to 79 indicates one of the 80 rounds. These words represent the first 32 bits of 

the fractional parts of the cube roots of the first 80 prime numbers. The constants provide 

an aleatory set of 32-bit patterns, which should eliminate any regularities in the input 

data. 

After all N 512-bit blocks have been processed, the output from the Nth stage is the 256-

bit message digest. 

 

Figure  2.7. Message Digest SHA-256 (Stalling, 2016) 

64 
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2.6  Discussion  

The importance of dealing with computer security issues, due to the high demand for 

Internet use, has led to the creation of complex technologies to safeguard the security of 

information transactions. For example, the blockchain is a decentralized network of 

nodes that through blocks stores information, which through a hash and encryption keep 

the data secure.  

Decentralization prevents a single node from having complete control of the 

information, and also prevents information from being lost if the central node is attacked 

or damaged and, above all, protects the integrity of the data.  

Figure  2.8. SHA-256 Processing of a Single 512-Bit Block (Stalling, 
2016) 

32 
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 Encryption of data in a blockchain allows only the sender and receiver to acquire 

the desired message and prevent any corrupt character from intercepting the information.  

The hash in a blockchain allows to convert the data, through a process of 

operations and substitutions, from a block to a string and return it as a unique signature 

of that block. 
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CHAPTER 3  

BLOCKCHAIN MODELING 
 

3.1  Ethereum DApp 

 
Ethereum managed to move from the general-purpose blockchain, as is Bitcoin which is nothing more 

than a digital currency, to being a platform for programming (DApps). A decentralized application 

(DApp) is an application built on a decentralized peer-to-peer network that combines a smart contract 

and a frontend user interface. Unlike an application, whose backend code runs on centralized servers.  

(Introduction to Dapps, n.d.) 

A DApp can have frontend code and user interfaces just like an app to make calls to its 

backend.  The Ethereum blockchain is used to store the data and smart contracts for the app logic. A 

smart contract is a set of rules that are on the blockchain for all to see and are executed exactly 

according to those rules. 

Once DApps are deployed on the Ethereum network, they cannot be changed. Dapps can be 

decentralized because they are controlled by the logic written into the contract, not by an individual or 

a company. 

Some of the characteristics of a DApp are (Introduction to Dapps, n.d.). 

• Decentralized, as they operate on Ethereum, a decentralized and open public platform 

where no one, person or group, has control. 

• Deterministic in that they perform the same function regardless of the environment in 

which they are executed 

• They have a complete turing, mentioned in chapter 2, they can perform any action 

given the necessary resources 
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• Isolated as they run in a virtual environment known as Ethereum Virtual Machine, so 

if the smart contract has an error, it will not hinder the normal operation of the 

blockchain network 

Benefits of a DApp :  

• When the smart contract is deployed on the blockchain, the network of nodes will always be 

able to serve clients that want to interact with the contract. Therefore, denial-of-service attacks 

by malicious actors cannot be part of decentralized applications.  

• It has a high level of privacy, as there is no need to provide real-world identity to deploy or 

interact with a DApp.  

• No entity or network node can block users from sending transactions, deploying DApps or 

reading data from the blockchain. 

• Data stored on the blockchain is immutable. Malicious actors cannot forge transactions or other 

data that has already been made public. 

• It ensures that smart contracts are in a predictable form, without the need to rely on a central 

authority. 

Figure 3.1 shows a typical DApp architecture. This decentralized application has several 

components that make its extraordinary operation possible.  

▪ Smart Contract Language: Solidity is a language for writing smart contracts, 

which is like JavaScript (Intro to Programming Smart Contracts on Ethereum, 

2020).  

▪ Server environment : NodeJS as backend server and includes tools to develop Solidity 

code. 

▪ Ethereum Blockchain Simulator : Ganache, allows to run a local blockchain on the 

computer for quick testing. 
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▪ Framework : Truffle, tool to compile, manage contract deployment and run automated 

tests. Comes with several boxes, which are alternatives to Ethereum-app creation. 

▪ Plugin : Metamask, is a wallet for the browser. It will allow users to store their 

Ethereum accounts including private keys securely inside the browser. 

▪ Library : Web3.js, once a contract is compiled and sent to the network, it can be called 

using the Ethereum JavaScript API web3.js and build web applications that interact 

with the contracts. 

Figure  3.1. Structure of a typical Ethereum DApp application. (Intro to Programming Smart Contracts on Ethereum, 2020) 
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Each node in the network is an Ethereum client, which is responsible for block creation, routing, 

blockchain maintenance, block mining and smart contract execution in the Ethereum Virtual Machine 

(EVM), hence the workflow of a decentralized application is as follows.  

1. Being a blockchain client the first thing to do is to compile the Solidity smart contract.  

2. Subsequently the compiled contract is deployed in the local blockchain simulator as EVM 

bytecode (this step costs ether and the contract is signed using the default wallet address of the 

node) this gives the blockchain address of the contract and the ABI (a JSON representation of 

the variables, events and methods of the compiled contract).  

3. Finally the Frontend part can make calls to the contract through the blockchain over the 

Remote Procedure Code (RPC)  protocol over Hypertext Transfer Protocol (HTTP), via web3. 

In these calls MetaMask is asked to sign a transaction and this plugin will send the request to 

the user for confirmation. After user confirmation, a transaction is issued on the blockchain. 
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3.2  Workflow of a blockchain 

 
It is important to detail what happens in the backend 

of the application's Ethereum blockchain simulator, 

what processes and actions are carried out in a 

blockchain when the client interacts with the 

contracts? 

Fundamentally before being able to interact with 

the contracts and make transactions it is important to 

have connected to all Ethereum clients that want to 

belong to the blockchain, in Figure 3.2 shows the 

flowchart of the algorithm that registers each of the 

nodes with the node that receives this request, 

subsequently a broadcast is made to deploy the 

current node to all clients that are already part of the 

chain and vice versa. 

 

 

 

 

 

 

 

 

Figure  3.2. The way in which the nodes are linked to the technology 
and spread along the chain. 
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After making sure that all nodes are connected and ready 

to interact, it is time to create and mine the blocks as 

shown in Figure 3.3. Whenever a new blockchain is 

created, it is necessary to have the first block called 

"Genesis Block", this block usually has already 

designated parameters, in case there are already blocks in 

a chain, you can continue to perform transactions (certain 

actions that involve an interaction with the smart contract 

and involve an expenditure of ethers) or mine a block. 

In order to create or mine a block, it is necessary to 

make use of several methods. The Hash block method, 

stores and converts the parameters previous Block Hash, 

current Block Data and nonce into a string, which 

through a library is applied the sha256. The sha256 

function takes any text string, hashes that text and returns 

a fixed length string, which is one of the reasons why 

sha256 hashing is so secure.  

It is worth noting that, when another character is 

added to the input string or if the input string is changed 

in any way the entire output hash will change completely even if just one character is changed. A 

very important feature of sha256 is that when hashing any input, the output obtained from that 

input will always be the same. 

Another fundamental method of creating a block is PoW, each block has to be created and 

added to the chain, but it is necessary to make sure that the blocks being added to the chain are 

legitimate and has the correct transactions with the correct data inside it, because if it does not, 

Figure  3.3 Creation of a block and block mining algorithm 
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then people could fake the amount of ethers they claim to have, essentially causing fraud and 

stealing other people's money.  

The nonce works in combination with the hash as a control element to prevent manipulation 

of the block information.  

In the PoW method as shown in Algorithm 3.1 the previous Block Hash, current Block Data 

and nonce parameters are submitted to a hash256, then the hash obtained enters a loop where the 

nonce initialized at zero is incremented one by one and the loop is completed until the hash that 

meets the set of characters decided by Ethereum is found. 

 

Taking into account the two methods described above, a new block can be created, which 

creates an object with properties such as the block index, the timestamp, the transactions of that 

block, the nonce, the hash of the current block, and the hash of the previous block. Besides having 

the array of pending transactions that are waiting to be added to the next mined block.  

Now, to mine, a node that will mine a block must be chosen, a block is created through the 

PoW method and a push is made from the pending transaction array to the block's transaction 

array, in addition a broadcast is made to all the nodes in the chain and subsequently a new mining 

transaction is created as a reward for the current block that mined.  

Algorithm 3.1 Proof of work algorithm 
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Transactions, which change the state of the 

EVM, must be broadcast to the entire network, 

as shown in Figure 3.4. Any node can issue a 

request for a transaction to be executed in the 

EVM, which is made up of an object with 

properties such as the number of ethers, the 

sender, the recipient and the transaction ID, after 

which the transactions must be mined to be 

valid, i.e., the mining process described above. 

The consensus algorithm is a way in which 

all nodes in the network agree on the correct data 

in the blockchain, as shown in Figure 3.5. In the 

real world, when a blockchain is built, it runs 

through hundreds or thousands of nodes and 

every transaction and every block that is created 

is transmitted to the entire blockchain network, 

there is a possibility that during these 

transmissions a mishap may occur and perhaps a 

certain node may not receive a piece of 

information or a transaction that took place, or 

there may even be a bad act within the blockchain network that took place, so how do you solve 

this problem? 

This consensus algorithm provides a way to compare a node with all other nodes within the 

network to confirm that you have the correct data on this specific node.  

Figure  3.4. Transaction broadcast algorithm 
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A consensus algorithm is created 

that implements the longest chain rule, 

what the rule does, is, it parses the copy 

of the blockchain at that node and then 

compares the length of the chain at that 

node to the length of the chains at the 

other nodes. During this comparison if 

there is a string found that has a longer 

length than the string that is present on 

this node it replaces the string that is on 

this node with the longest string in the 

network.  

The theory behind using this 

longest chain rule is that we should be 

able to rely on the longest chain to have 

the correct data because most of the 

work was put into creating that chain, 

which has the most blocks in it and 

each of those blocks was mined using 

a PoW so we can assume that the entire 

network contributed to the longest 

chain because of the amount of work 

that was put in. 

This is a way to expose the workflow of both a decentralized application based on Ethereum, as 

well as the process of running a blockchain within this technology. 

Figure  3.5. Consensus Algorithm
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3.3  Discussion 
 

A DApp is built by two parts; the backend governed by smart contracts and the blockchain and the 

frontend, which is a graphical interface for the user to interact with the application. However, it is 

important to mention the blockchain mechanism inside a decentralized application, first of all it is 

necessary for all incoming nodes to make themselves known and register with the blockchain.  

Subsequently, transactions are generated with data exchange that are left waiting in an array of 

pending transactions, then blocks are mined and those pending transactions are added to the block 

transactions which can no longer be modified. Finally, there is a consensus algorithm where the 

length of the blockchain of any node is compared with the length of the rest of the nodes in the 

blockchain in order to achieve data integrity. 
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CHAPTER 4 

BLOCKCHAIN SIMULATION RESULTS 
 

In this chapter we present the way in which the Ethereum DApp was developed using Truffle, 

Metamask and Ganache (Tariq, n. d). In addition to showing the code implemented in JavaScript that 

explains in detail the logic that implements the blockchain inside the DApp when interacting with it.  

4.1  Building Ethereum DApp 

The DApp developed in this thesis is a voting system with the aim of demonstrating that blockchain 

technology can significantly improve public processes where human intervention is decisive. By using 

blockchain, any document is recorded and will be immutable, ideal for electoral processes, because it 

would help build trust among citizens 

A client-side application was built where a table of candidates is displayed containing the Id, 

name and vote count of each candidate, in case of not having voted a form will appear in which the 

favorite candidate will be voted for. It also shows the account with which is connected to the 

blockchain.  

The first step to create the DApp was to generate a basic structure of the decentralized 

applications with "truffle-box", these templates are useful as they contain useful modules, Solidity 

contracts and libraries, front-end views and more.  

The most important thing about a DApp is the smart contract, which governs the logic and 

rules of the application. Figure 4.1 shows the way in which both the aspiring governors in the election 

and their attributes are stored in a structure and then enumerated in the frontend. 
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This structure allows us to keep track of a candidate's ID, name and vote count. Through a mapping 

we can store this structure that has just been created.  

In the solidity language, mappings are a hash that associates a key with a value. In Figure 4.2, 

two mappings are shown, the first mapping is of the voters that associates an address as a key with a 

Boolean as a value and a second mapping of the candidates, relating the key in this case an unsigned 

integer with the value, which is the structure "Aspirant". 

 

In Figure 4.3, how many candidates exist in the election is tracked with a counter, then an event with 

the candidate ID is created to notify services outside the blockchain to let users know something 

happened. Events in solidity do not store that data. They fire and forget, plus indexed parameters for 

logged events will allow to search for these events using the indexed parameters as filters.  

 

Figure  4.1. Aspirant Structure 

Figure  4.2. Voters and Aspirants Mapping 
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A function is created to add candidates to the mapping, as shown in Figure 4.4, where it takes as 

argument a string to assign a name to the aspiring governor and increments the candidate counter. This 

function is private because it is only to be called within the contract. Then the constructor will be 

called every time the smart contract is implemented in the blockchain. 

 

 

Finally, Figure 4.5 shows the function "Vote" with the ID of the candidate as parameter, in this function 

it is validated that the citizen or voter has not voted before, that the candidate to vote is valid, then the 

voter is registered and the votes are updated. 

 

 

 

 

 

 

Figure  4.3. Voted Event 

Figure  4.4. addAspirant function 
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After finishing the smart contract it is time to compile it to see if it runs correctly. Figure 4.6, shows 

the command "Truffle compile". 

 

To migrate the current smart contract in Ganache, a new file must be created in the migrations 

directory, the files are listed so that truffle knows in which order to execute them. In this file the 

contract that has been created is required and finally it is added to the manifest of implemented 

contracts, as shown in Figure 4.7. With the command "Truffle migrate" the contract is migrated and it 

is indicated how many deployments there were and the cost in ethers. 

Figure 4.5. Vote function 

Figure  4.6. Compile the smart contract 
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As can be seen, when migrating a contract, Ganache takes by default the first account to start 

consuming ethers as shown in Figure 4.7. In case a specific account is required from the 10 accounts 

given by Ganache it must be specified in the code.  

Figure  4.7. Contract migration to Ganache 

Figure  4.8. Frontend Voting Result DApp 
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The next step is to create the interface for the application where all citizens will interact when 

voting for the candidate. An HTML file is created where a table with the candidates and the number 

of votes is shown, as shown in Figure 4.8, this information is pulled from the smart contract.  

 

A form that allows accounts to vote is added below the table, there is a dropdown with the candidates 

provided by the smart contract in the ".app.js" file. The form has an "onSubmit" controller that will 

call the "castVote" function, as shown in Figure 4.9. In the app.js file all the candidates from the smart 

contract are listed, then the form is hidden on the page once the account has voted. 

Figure  4.9. CastVote Function 
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Finally using metamask, we must import our ganache account that we are working with through its 

private key. Having linked the ganache account in Metamask, the voting can continue. When 

confirming the transaction, it can be observed that in ganache the balance of the first account is lower, 

as shown in Figure 4.10. Therefore, the transaction that was confirmed by the user was correctly added 

to the blockchain and deployed to all nodes to maintain synchronization. 

 

Figure  4.10. Confirmed transaction Metamask 
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The last test of this DApp is to connect a different Ganache account to Metamask. In this case the 

application is rendered and it can be seen in Figure 4.11 that the form reappears in addition to 

witnessing a vote in the table. 

4.2  Blockchain in detail  

 
Now that the great functionalities and benefits of a decentralized application based on blockchain are 

understood and the way it can help many sectors, such as cybersecurity for example in a voting system, 

it is important to detail how a blockchain works behind these DApps.  

A blockchain was implemented in JavaScript language and an API (server) was built to interact 

with it from the Internet. The express JS library was used to create the server and through endpoints it 

is possible to interact with the blockchain. 

Figure  4.11. Second vote with another Ganache account 
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Postman will be used and what this tool will do is that it will allow to make calls to any of the 

endpoints and it will allow to send data to each of the endpoints with HTTP requests.  

The first thing to do is to create the blockchain endpoint, which calls the blockchain constructor 

function, where the essential properties of a blockchain are shown as shown in Figure 4.12. 

 

In the "chain" array will be stored all the blocks to be created, in the same way there is a 

"NewTransaction" array which will store the new transactions that are created before placing them in 

a mined block.  

Figure  4.12. Blockchain endpoint with its basic structure 
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To create a new block to be stored in the chain array a method is needed where there will be a 

new block object with properties such as block index, timestamp (when the block was created), 

transactions (array where new transactions created in the new block are stored so that they can never 

be changed), Nonce (comes from a proof of work), Hash (block data compressed in a single string), 

PreviousBlockHash (hash of the previous block).  

In addition the chain array will also contain an array of pending transactions, many people 

make a lot transactions (sending money to other people) every time a new transaction is created it is 

going to be pushed to the new transactions, but all the transactions here in this array are not actually 

recorded in the blockchain as they have not been validated, but they are recorded in the blockchain 

when a new block is mined. 

Another property of the blockchain is to show the current node and the array of nodes 

connected to that chain.  

Subsequently what must be done is to create several instances of the Application Programming 

Interface (API) that will become nodes and connect all these nodes to the blockchain in order to 

broadcast, and all contain the same information, the connection is achieved through the http request in 

postman to the "Register and Broadcast" endpoint, as shown in Figure 4.13. 
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Figure 4.13. Register and Broadcast endpoint 
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What the endpoint does is to validate if the node is not yet registered in the block, if it is not, it registers 

the new node with itself and then broadcasts the new node to all the other nodes already present in the 

network.  

The next step is to make a transaction on a node and then broadcast it to all the nodes, using 

the "Transaction Broadcast". First of all, it is essential to explain the createNewTransaction function 

which creates an object with properties such as quantity, sender, recipient and transaction ID.  

The first thing that will happen in this endpoint is that a new transaction will be created from 

the data sent by postman as shown in Figure 4.14. After creating a new transaction, it will be broadcast 

Figure 4.14. Transaction through postman and broadcast to nodes 
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to all the nodes in the network. All other nodes in the network will have the same transaction data and 

the whole network will be synchronized. 

 

In order for a transaction to be part of a block and not be modified, it has to be validated through block 

mining where all nodes work to achieve a hash with certain characteristics established by the 

blockchain administrators.  

Mining through proof of work is very effective, we know that there will be thousands of nodes 

spending a lot of energy to iterate a hash as many times as necessary to obtain the indicated hash, as 

shown in Figure 4.15, the blockchain that was programmed decided that the first 4 characters of the 

hash were only ones, it must enter a loop until finally the indicated hash is shown. 

The condition that is set to enter the proof of work loop depends on certain factors, e.g. the 

complexity of the mining required, the reward assigned to the winning block, etc.  

As well as the first four characters that are taken into account, it can be as many as 8 or as 

many as required, in addition to choosing the pattern of convenience. 

At the endpoint a new block will be mined, that new block is transmitted to all other nodes in 

the network, so that all nodes in the network know that a new block has been created and all nodes 

hosting our blockchain are synchronized. A node must be chosen that will mine it, for example, our 

fourth node, which is hosted on port 3004 as shown in Figure 4.16, that node that mined the new block 

receives a reward, so what to do is to make a transaction with some ethers that will stay in the pending 

transactions array and will be sent to the person that mines this new block. 
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Figure 4.15. Proof Of Work 
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Figure  4.16. Mine endpoint 
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Finally and most importantly, an 

algorithm that compares the information 

of all the connected nodes must be 

implemented in order to verify that there 

is no anomaly. What is to be done within 

the endpoint consensus is to make a 

request to each of the other nodes within 

the blockchain network to obtain their 

copies of the blockchain and compare 

them with the copy of the blockchain that 

is hosted in this current node in which we 

are, in case everything is fine no 

replacement is made, in case there is a 

node that its chain length does not match 

that of the others it is replaced by the 

blockchain of the node that has greater 

length as shown in Figure 4.17. 

 

And this is how to build a 

distributed application with one of the 

most important technologies of the 

moment, Ethereum. In addition to 

implementing the functionalities of an 

Ethereum blockchain in JavaScript. 

  

Figure  4.17. Consensus algorithm 



Chapter 4: Blockchain Simulation Results 

 

 

63 
  

4.3 Discussion 

To demonstrate everything said in the last three chapters, a decentralized application for electoral votes 

was implemented, which allows users to vote through a unique address of the blockchain accounts. 

When the vote is cast, the address is registered and a broadcast is made so that all the nodes that make 

up the blockchain know that the user cannot vote again, in fact in the application the candidate 

selection button disappears so that the user is unable to cast a new vote.  

To present in a more detailed way all the functionalities of a blockchain when a user interacts 

with a decentralized application, a blockchain was programmed in the JavaScript language and 

connected to a local server through different endpoints to be able to visualize all the functionalities in 

a browser.  

With all this, it was possible to understand more clearly how transactions are generated and 

then grouped into a block, the effort involved in the block mining process for users and why the 

winning mining node should be rewarded. In addition to knowing the importance of synchronization 

of all nodes in a blockchain to avoid irregularities in the data and the algorithm that is implemented to 

be able to corroborate such synchronization and data integrity.  
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CHAPTER 5  

CONCLUSIONS AND FUTURE WORK   

 

The aim  of this Thesis was to program a blockchain that could expose in detail all its functions and 

properties. Furthermore, we have developed and implemented a DApp for a voting system. Such a 

DApp runs on the Ethereum Blockchain, has multiple layers and components and does not depend on 

a centralized system, it is used from a Web front-end. A DApp is an application that has its Backend 

built on smart contracts, as opposed to traditional Back-ends. 

Currently, blockchain technology is in a growth stage, supported by large companies that are 

betting on its development to take advantage of its potential uses. There are many sectors that see 

blockchain technology as an area of opportunity, where they can improve their security, transparency, 

and system stability.  

Although blockchain technology is currently being adopted mainly by the financial industry 

to improve its processes and services, it is also feasible to use it in other private sectors such as supply 

chain, legal, health, social, education, energy, politics, and sustainability.  

Blockchain is known to have numerous advantages with respect to data security, mentioning some:  

- Faster transactions and 24/7 access. 

- Highly secure because it is a distributed ledger that creates multiple copies of the database on 

the network. 

- No third parties or intermediaries 

However, like any developing technology, there are some disadvantages such as:  

- Data is not completely invulnerable to attacks. 

- Electricity consumption could be detrimental to the environment. 

- The lack of a central intermediary makes it impossible to recover the account if the private key 

is lost. 
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Explaining energy consumption, blockchains, which make use of PoW, spend energy significantly. 

Since mining is very competitive and there is only one winner, the work of the remaining miners will 

have been wasted. Because miners are constantly trying to increase their computational power, in order 

to have a better chance of finding the hash of a valid block, there has been a remarkable increase in 

the resources employed by blockchain technologies in recent years to the point that the blockchain 

now consumes more energy than many countries such as Denmark, Ireland, or Nigeria. 

Proof of Stake (POS) was created as an alternative to PoW, which is used to confirm 

transactions and add new blocks to the chain. PoS grants mining power based on the percentage of 

coins a miner owns. 

PoS is considered less risky in terms of the likelihood of miners attacking the network, as it 

structures the payoff in a way that makes an attack less advantageous to the miner. 

In the last two years, The blockchain has begun to dominate companies around the world. According 

to the Future of Jobs survey, nearly 11% of companies are interested in adopting distributed accounting 

technology or blockchain technology. The report indicated that organizations are more likely to adopt 

new technologies by 2025. 

Finally, the thesis provided an insight into the business environment of blockchain technology, 

as well as its uses, implications and benefits for today's world. As the blockchain environment has a 

large number of relevant actors, the analysis through the proposed ecosystem and the description of 

the modeling allows to understand in the easiest way all the functionalities of a blockchain.  

It is expected that the research and results of this thesis will contribute to future studies as a starting 

point on blockchain technology, its benefits for different companies and adaptability of their business 

models. 
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