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APENDICE B. DATOS DE ENTRENAMIENTO Y PRUEBA

En esta seccion se incluyen los datos representativos en protocolo HTTP de las cinco
categorias utilizadas por el IDS (Normal, Inyeccion, Path, SQL y XSS). 70% de esos
datos fueron utilizados como entrenamiento y el 30% restante se us6 como datos de
prueba. Todos los archivos correspondientes a estos datos estan disponibles en el CD
adjunto a este documento.

El formato de los datos es el de cadenas de caracteres de tamafo variable.

NORMAL - 285 datos /@.exel@@@ /@-@/@.asp
/@.exe/l@_@ /@-@/@.bat

= |@.exel_@_ /@-@/@.cfm
ig‘g:gﬁ‘f -@ /@.exe?@=@ 1@-@/@.cgi
2@=/@/8@=@ /@/1&@=@.ph /@-@/@.exe
2@=/Q/Q&@ @/@&@_@= 1@-@/@.inc
L@=@8&@ @;@ /Q/@&@=@&@ /@-@/@.php
&@:@&@;/@/ /Q/@&@=@@ 1@-@/@.plx
2@-@ @&Q@=/ /@/@@=-@@@ /@-@/@txt
8@=@ @8@=@ 10/@.0.0.@ /@-@/@_@.@
1@8@=@8@= 10/@.@.@.p 1@-@/@_@.c
1@/@8@=-@%& 10/@.0@@@@ 1@-@/@_@.p
1@I@.ini 1@/@.cfm?@ /@-@/@_@/@
1@/@/@.ex /@/@.ne@@ /@-@/0_0e@
.@/@/@.cyi /@/@.mdb@@ |@-0/@0_@_@
@/@IQ/@. /@/@.nsfe@ /0-@-@.0@@
\@\@.ini& /@/@.php@@ /@-@-@.jsp
cgi?@_@=@ /@/@.php@@ /0-0@@E@Q@@
Cgi?@=&@= @@ .xe@ /0@EE@EA@
exe/l@_@.e /@/@/@.0.@ /0-0@@E@Q@@
phpe@_@=@ /@/e@.0. lelelelelelelelele
php?@=@/@ /@/e/e@.ele @a@@]@]=
X&@=/@/ /Q0/0/I@.0@@ @&@ @=@&@_
/&@:@php& 0/@-0@@@ @LO=/@0/@&@
|Q&@=-@&@=@ leyelejeleieleley @&@=@&@_@=
/@08@=@@Q@&@ /Q0/0_@.0@ @&@-@&Q@=/@
@.@ @ /@/e_@.0_@ @&@=0&@=@-
/@.0.0.0.0 /@/@_@.asp @&0=-08Q=Q&
/@.@.@.php /@/@_@.cyi @@=@&@=@_
1@.@.@.php /@/@_@.htm @@=@.@8@_
/0.0/0@Q@@ /@/@_@.log @&@=@.php&
/@.00@QQ@Q@@ l@I@_@.nsf @.0.Q/@ s
/@.2sa@@Q@ @ /@/@_@.php @.@?@=-@&@=
/@.asp.@@@ /e/@_@/@p @.Q?Q@=@/@/
/@.asp@@@@ 0/@_@@@@ @.cgi?@_@=
/@.bat@@@@ /@/@_@_@.p @.cgi?@=8@
/@.cfm?@=@ 0lo_@_@_@ @.cgi?@=@&
1@.cim@@@@ 0/0=-0.0&@ @dl @ @
1@.coi?@=@ /1@-@.@-@.h @.exe/@_@.
/@.cg@@@@ /@-@l.@/@/ @.exel @_@
/@.dbm@@ @@ /@-0/@.@/@ @.exe?@=@&

l@.dll_@_

/@-0/@.00@

@.php&@_@=
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_ @ @.c
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PATH - 260 datos

"1"@I@
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%@..%@../@
%@..%@../@
%@..20@/@/@
%@../@/@/@
%@../@/@/@
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%00/@
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@=@&@-=..\
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W\\@.i
@@
\.\@\@.in
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@=0@|&@
@=-0|@
@=-0+@:@.@.
@=/e/@'@@
@=@ @ @
@=|/@/@/@|
@=l@

@=|@ /@/@|
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|&@_@=-@&@=
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@ /@/@&@
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@ @\@\@

SQL - 11 datos

@

'@

'@ 1==1-@
'group @
"having @
'OR 1==1--@
"UNION @
@@

" insert @

" SELECT @
‘union @ select

XSS - 74 datos

"<I@>.jsp
"<l@>/@.@
"@")</@>@
"@:"><@:@
"Q:"><@:@>
"@\")</@>.
"><@>@(@)<
&@;@&@;@(
&@=<@>@</@
&@=<@>@=@;
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O<l@:@></
(@),&@;/
(@)<l@>
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(@)</@><!-
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Jspl<@>@(
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